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Decision/action requested

SA3 is kindly asked to discuss the security test of NRF authorization.
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References
NA
3
Rationale

3.1 NRF authorization on the NF discovery is required

NRF authorization on the NF discovery is already specified in TS 33.501 and TS 23.502.

As specified in clause 5.9.2.1 of TS 33.501, NRF shall be able to ensure that NF Discovery and registration requests are authorized. There are two scenarios for this authorization.

· In the non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer, as described in clause 4.17.4 of TS23.502 [8].
· In the roaming scenario, the NRF of the NF Service Provider shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the serving network ID.
TS 23.502, clause 4.17.4 states the authorization as follows, “The NRF authorizes the Nnrf_NFDiscovery_Request. Based on the profile of the expected NF/NF service and the type of the NF service consumer, the NRF determines whether the NF service consumer is allowed to discover the expected NF instance(s). If the expected NF instance(s) or NF service instance(s) are deployed in a certain network slice, NRF authorizes the discovery request according to the discovery configuration of the Network Slice, e.g. the expected NF instance(s) are only discoverable by the NF in the same network slice.”

Therefore, the NRF can authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer. Authorization is required from the security point of view. 

3.2 Security threats without NRF authorization test

Whether the NF discovery authorization is correctly handled by NRF shall be tested.

Here, we assume that the discovery configuration of one Network slice requires that the expected NF instance(s) are only discoverable by the NF in the same network slice. The requirement is needed here for NF isolation between slices. As the control center of NF discovery, NRF shall be tested that these authorization rule is correctly executed. Or else, the NF not belonging to the slice A could also discover the NF of the slice A. This issue is illustrated in the following figure 3.2-1.
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Figure 1: example of slice specific discovery.

We assume the discovery policy of slice A only allows the NF belonging the slice A could discover the NF of the slice A. And, the NF3 belonging to the slice B cannot discover the NF2 in slice A. 
On the other hand, the authorization rule could be based on the other rules, such as AUSF shall not be discovered by the SMF.

Therefore, testing whether NRF is correctly handing the policy to ensure that unauthorized NF can be not authorized. Or else, unauthorized NF may get the information which are not allowed to be retrieved.
For the authorization rule, currently we can add the test the slice related case specified in SA2, that NF not belonging to the slice A could also not discover the NF of the slice A, according to the discovery configuration of one Network slice. If other authorization rule is mandatorily needed, we add this in the future.

Proposal 1: Slice specified NRF authorization security test is needed.

Proposal 2: Security test case on the other rules can be added in the future, if needed.
4
Detailed proposal

SA3 is required to make an endorsement listed in S3-191398.
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